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number of members from the entire set to form subgroups to generate multi-signatures, which replaced the group

signature. The unpredictability of the subgroups effectively avoided the occurrence of Byzantine traitors, thus en-

hancing security and solving the problems of low reliability, security, and high computational complexity in consen-

sus mechanisms. Additionally, a public third party was introduced, implemented by automatically and publicly ex-

ecuted smart contracts. It was completely open and transparent, capable of resisting the rogue public-key attack,

and reduced the total number of communication rounds and time overhead in the signing process, addressing the is-

sue of low consensus efficiency. The robustness of this scheme was proven in detail, demonstrating an improve-

ment in the security of consensus mechanisms. Based on the discrete logarithm assumption, the scheme was shown

to be unforgeable in the random oracle model. Theoretical analysis and experimental results show that the scheme

possesses smaller public key length, private key length, single signature length, and multi-signature length, with

fewer communication rounds and reduced time overhead in the signature generation and verification algorithms,

providing superior performance when applied to consensus mechanisms.
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